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Introduction Activities:

This showcase details my participation in NextGen International « Organizing weekly team meetings with NGCN students
Coders, which | partook in with students from the University of
Maryland as well as students from Irag and the Palestinian
territories.

« Team discussions centered around project management and user-oriented design

Web development using HTML, CSS, JavaScript

Home About

SafePass

Enter your password here; we won't save it!

SafePass

How secure is your password?

This password checker will tell you how long a brute-force cracking method would take to
guess your password.

A computer would take
Enter a password below to find out how secure it is!

‘ ‘ Enter ‘

To crack your password by a brute force algorithm. This password could be cracked in 1 hour.

This figure is derived from both the size of the password and the variety of characters.
We are also assuming a computer which can guess 30,000,000 passwords per second (we can reach this on

- Never use the same password on multiple sites. Data breaches can compromise your password! high-end consumer hardware). _ _ _
- Don't use repeating characters. Always use a mixture of lower and upper case letters, and don't forget to include punctuation and special

- Besides the 26 letters of the alphabet, try using special characters such as ! and 2. characters!
+ Do not store your password in plain text. Instead, use a password manager, which can encrypt
multiple passwords behind one master password.

To improve your password’s security...

To improve your password's security...

e Hackers often use a list of common passwords. If yours is on one of these lists, it can be cracked instantly.
e Try not to use repeating characters.
For a more secure password, try generating a random one! » Do not store your password in plain text. Instead, use a password manager, which can encrypt multiple
passwords behind one master password.

Use this button to generate a secure 15-character password.

Generate a random password

Our website’s prototype, designed using figma.com YTKE#B*E_PGXxey

Our final website design, which allows users to determine how strong or weak their passwords are, in
addition to generating a suggested secure password.

Site Information:

NextGen International Coding Network Impact:

https://www.worldlearning.org/program/nextgen-coders-

Our website detalls the specifics of selecting safe passwords and
network/

encrypting them properly. We believe that It Is easy to use and can teach
Site Supervisor: Mr. Matthew Aruch anybody about the basics of account security. Personally, | gained
Intercultural communication skills out of the project from working with
my international team members and | have learned more about web
development using scripting languages such as JS.

Site Goals: “to develop and apply your technical skills
through critical design, application, and reflection of an
ongoing cross-cultural STEM initiative”

Issues Confronting Site: Future Work:

NGCN aims to guide participants towards The website works well as a basic judgement of password security and as a tool for
“grand challenges”; large, ubiquitous yet education. We expect that future NGCN teams can add server-side features and add

unsolvable issues across the globe. For our a more advanced CSS stylesheet.
project, our Issue was cybersecurity. This project
sought to seek a solution to the widespread
usage of insecure passwords and educate users
on the advantages of password security. College Park Scholars, Science and Global Change

Acknowledgments:

Dr. Thomas R. Holtz & Dr. John W. Merck, Directors of SGC
Mr. Matthew Aruch, Co-Director of STS and instructor of CPS5240
NGCN and the World Learning Institute




